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Authentication system -i ^ - transactions 

... on the termi- nal. Moreover, the authentication technique of this invention E(Kprlmf 
authenticates the cardholder to the smart card. This multi- 55 level authentication 
promotes highly secure transactions. E(KP*HIO To enable ... 

autitntictior 

[4 r ] I- fFaMits. • 1< i[ r 4]AMl MATEC TRANSACTION SYSTEM WITH MODULAR 
PRINTHEAD HAVING PRINT AUTHENTICATION FEATURE [75] Inventors: Christopher B. Wright, 
San Francisco; Stephen Bristow, Los Altos Hills, both of Calif. ... 


i P i i > k til- \ t-n i 1 1 - tin level t - mt\ th- i| | li iti ns require 

authentication of each message, but do not care whether the content of the message is disclosed 
or not. For these, March 30, 1988 Page 4. -4- Kerberos provides safe messages. ... 


\ 

... The first authentication code and second authentication code are compared and if the comparison 
is successful the transaction is autho- rized 55. The authorization produces control of the 
transaction 56. FIG. 6 illustrates another level of security in which the information ... 


Single sign-on framework with trust-level mapping to authentication req uirements 

WITH TRI T LE /EL MAI I T AUTHENTICATION ^ r I f Em \ ,F N D 

1 . Field of the Invention The invention relates to information security, and more particularly, to 
systems and method for improving the secu- rity of information transactions over networks. ... 


Log-on service providing crede 1 - - of session continuity 

DLVvooc F' VVasohi.;:- 0 X U : . F - :! .-| ; - US F'^ec: . FCFF - vU;-:;:: - 
... Framework 331 -Up r i 310 322 A 307 L_ Central Authentication Service 306 ... No. 6,609,198 entitled 
"Log-on Service providing credential level change without Loss of Session ... 65 Individual 
information service or transaction system typi- cally exhibit differing security requirements ... 


Two-way authentication system between user's smart card and issuer-specific plug-in application 
. . oa transaclion dcvce 

... In addition to the secret information on the card, and information regarding transactions, which 
should ... This infor- mation is arranged to be read electronically without authentication of the card ... 
provided primary keys, which are prefer- ably maintained at a higher level of security ... 

... Of course, outsiders will show circumspection on a human level in their dealings with a ... data, which 
could prevent communication even though it will not lead to faulty authentication. ... connec- tion." 
The servers need never retain information about an ongoing transaction from one ... 


Tran saction authentic;?:"' . lo ssaqing units 

... unit or pager and in the altei i ti | mn i fund transfers or credit transactions that exceed ... 
1 0 is a high level block diagram of a financial messaging unit in accordance with ... is a flow diagram 
depicting a typical sequence associated with either authentication or confirmation ... 


... Page 6. -- vi Level 1 - Although there is no identity proofing requirement at this level, 
the authentication mechanism provides some assurance that the same claimant is 
accessing the protected transaction or data. It allows a wide ... 
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